C KaXXIbIM TOJOM MOJIOACKHN B MHHTCPHCTC CTAHOBUTLCA 6OJ'IBI]_I6, a
MKOJbHUKK OAHH H3 CaMbIX AKTHBHBIX MOJIb30BaTeNeH PYHeTa. MC}K,Z[y TEM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3M0)KHOCTCI>1, HHTCPHCT HCCCT U HpO6JI€MI>I.
OTta namsaTkKa JOJIDKHA ITIOMOYb Tebe Oe30macHo HaxoOUuTBCA B CCTU.

KomnbrorepHbie BUPYChI

KoMmbroTepHblid BUPYC - 3TO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOIPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOM SIBISIETCSI CHIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WIH MOJHOCTHIO YHHUUTOXHTh
Bce (haiiyIbl U JaHHBIE, TOJKOHTPOJIBHBIE TIOJB30BATENI0, OT UMEHH KOTOPOTro Oblia
3almylnieHa 3apakeHHasi IporpaMma, a TaKKe MOBPEIUTh WIM J1aK€ YHUYTOXHUTh
OTIEpaIOHHYIO CUCTEMY CO BceMH (aiiamu B 1eoM. B OONBIIMHCTBE CiIydaeB
PacpOCTPaHAIOTCS BUPYCHI U€pPE3 UHTEPHET.

MGTOI[BI 3aIl0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. I/ICHOHBSYﬁ COBPCMCHHBIC OIICPAIMOHHBIC CUCTCMbI, UMCIOIIHC CGpBGSHLIﬁ
YPOBCHDB 3alIUTHI OT BPCJOHOCHBIX IIPOrpaMmMm;

2. IlocrossHHO ycraHaBiauBail mnayTu (LUQPOBbIE 3alIaTKH, KOTOPbIE
aBTOMATUYECKH YCTAHABJIMBAIOTCS C LIEJIbI0 JAOPaOOTKM MHPOrpaMMbl) U JIpyrHe
OOHOBJIEHUSI CBO€H omepaluoHHON cucrembl. CkauuBail UX TOJBKO C
opummanbHoro  caira paszpadorunka OC. Ecaum CylecTByeT  pekuMm
aBTOMATUYECKOTO OOHOBIICHUS, BKIIOUH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEpE IIOJI TpaBaMU IOJIb30BATENs, a HE
aIMUHUCTpAaTOpa. OJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. HWcnonp3ylh aHTHUBHPYCHBIC TIPOTPAaMMHBIC TIPOJIYKTHI  H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKHM OOHOBIICHHEM 0as3;

5. Orpannub pU3NYECKUN JOCTYI K KOMITBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHELIHUME HOCUTENIM MHPOpPMALUM, TaKHe Kak (Quiellka, IUCK
WM (paill U3 UTHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTKpbIBali KOMIBIOTEpHBIC (Dailyibl, MOJYYEHHBIE W3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpbIE MpUcaan TBOM 3HAKOMBIH. Jlydiie yTouHn
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OPEH]I,
mapka. Eme B 1991 rony HumepiaHickas KOMIAaHHS 3aperHCTpupoBaiia OpeH.
"WECA", 4ro o6o3nagano cinoBocoueranue "Wireless Fidelity", xoTopsiii
MEePEBOAUTCS Kak "OecpoBOHAS TOYHOCTH'.

Jlo Hamero BpeMeHu Jolia apyras abopeBuaTypa, KOTopasi sIBJIsI€TCS TaKou
ke TexHoyoruei. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3zBanmwe OBLIO JaHO C



HAMEKOM Ha CTaHaapT BbIciIeld 3BykoBoil TexHuku Hi-Fi, yto B mepeBone
03HayaeT ""BbICOKAsi TOYHOCTH'.

Jla, GecrimaTHBIM WHTEPHET-IOCTYN B Kade, OTENAX U a’dpoIopTax SBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE 3KCHEpTHl CUHMTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBAsIOTCS 0€301IacCHBIMHU.

CoBeTsl 110 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOrO JMUHYIO HHGOpPMAIHIO Yepe3 obIieaocTymHbie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeIbHO HE BBOJUTH MAPOJIU JOCTYIIA, IOTUHBI U KaKHe-
TO HOMEDPA;

2. Vcnonb3yit © OOHOBJISI aHTUBUPYCHBIC ITporpaMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonn3zoBanuu Wi-Fi otkioun pyskmuio "O06muii 1ocTyt K daiaam
u npuntepam". JlaHHass QyHKIMS 3aKpbiTa MO YMOJIYAHHIO, OJHAKO HEKOTOPHIC
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHUs B paboTe min yueoe;

4. He wucnons3yét nyonuunsii WI-FI g1 nepenauum JUYHBIX JaHHBIX,
HanpuMmep U1 BBIX0JA B COLIMAJIbHBIE CETU WJIM B JJIEKTPOHHYIO ITOYTY;

5. HUcnonp3yit Tonpko 3ammuieHHoe coeaunenue yepes HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun QyHkiuio "lloakmouerne k Wi-Fi
apTomatnuecku'". He nomyckall aBTOMATMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CoununajabHble CeTH

ConmanbHbIe CETH aKTHBHO BXOJIAT B HAIIly )KM3HB, MHOTHE JIFOAU PabOTAIOT U
JKUBYT TaM IIOCTOSIHHO, a B Facebook yke 3apeructpupoBan MHILTHAp] YEIOBEK,
YTO SIBJISCTCS OJJHOM CeIbMOM BCEX JKMTEJIEH IIaHeThl. MHOIue IoJab30BaTe/IM HE
MOHMMAIOT, YTO WH(OpMaIMs, pa3MeIleHHAs WMH B COITMAJIBHBIX CETSIX, MOXET
OBbITh HaliJlcHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHUCJIE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COILIMATBHBIX CETAX:

1. Orpannyb cniucok Apy3ei. Y TeOsi B APY3bsX HE JOJKHO ObITh CIyYalHBIX
Y1 HE3HAKOMBIX JIIOJICH;

2. 3amuinaii cBOr 4acTHYIO Ku3Hb. He yka3biBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXICHUS U JPYTyl0 JUYHYH0 HHOOpPMaIMIO. 3JI0YMBIINIICHHUKA
MOTYT HCIIOJIb30BaTh Jake WH(GOPMAIMIO O TOM, KaK Thl U TBOU POJUTEIH
IJITAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amuinaii CBOO penyTaluio - IEepKU €€ B YUCTOTE U 3ajJlaBail cebe BOmpoc:
XOTeJ OBl Thl, YTOOBI JPYrue TOJIH30BATEIU BHJEIU, YTO ThI 3arpyxaemnib?
[Tomxymaii, mpesxJie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTrPy3UTh;



4. Ecni Tl TOBOPHILB C JKOJAbMH, KOTOPBIX HE 3HAEIIb, HE HCIIOJIb3Yil CBOE
peaslbHOE UMS U JPYTYIO JUYHYI0 MHQOpPMAIMKU: UMS, MECTO KUTEJIbCTBA, MECTO
yueObl U IIpoUee;

5. N36erait pasmemennst Gororpaduit B UHTEepHETE, TAC THI M300pa)keH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OIPEJICITUTH TBOC MECTOTIOJI0KCHHE;

6. Ilpm peructparii B COIMAIBHONW CETH HEOOXOIWMO MCIOJIB30BaTh

CJIOKHBIC H&pOJII/I, COCTOAIIIHNEC U3 6yKB nu LII/I(l)p U C KOJIMYECCTBOM 3HAKOB HEC MCHEC
8;

7. Jlnsg comuadbHOM CEeTH, TOYTBl M JPYIMX CaWTOB HEOOXOAMMO
WCITOJIB30BATh pa3HbIe mapoyn. Torma eciu TeOs B3JIOMAIOT, TO 3JTIOYMBITIUICHHUKH
MOJIy4aT AOCTYH TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHbIE ICHbI'H

SHGKTPOHHI)IC JCHBI'M - 3TO OYCHBb YHO6HBIﬁ croco0 HH&TG)KGIZ, OJHAaKoO
CyYCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTD 9TH ACHBI'U.

QHCKTPOHHBIC JCHBI'H ITOABHJIMCH COBCEM HCAABHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyaapCTBax A0 CHUX ITOP HC IMPOIIHMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTHMCAHO B 3aKOHE, T/Ie MX
pa3zeNsaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC W HE aHOHMMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - ATO T€, B KOTOPBIX pa3pemiaeTcs MPOBOIUTH Omepanuu 0e3
UACHTU(GUKAIINY TTOJIH30BATENsI, @ B HCAHOHMMHBIX HICHTHU(UKAIUS TTOJTH30BaTEIIS
SIBIISIETCS 0053aTEIIHLHOM.

Takxe crnenyer pas3iuyaTh OdJIEKTPOHHbIE (UATHBIE JEHbIH (PaBHBI
rOCYAapCTBEHHBbIM BAaJIIOTaM) M JJIEKTPOHHbIE He(UaTHbIE ACHBIM (HE pPaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbraMU:

1. ITpuBsiku K cueTy MOOUITBbHBIN TeraedoH. ITO caMblil YIOOHBIN U OBICTPHIT
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsizanHblil TenedoH MOMOXKET, €CIH
3a0yJelnip CBOM IUIATEXXHBIM MMaposib WM 3aifjielllb Ha CaWT C HE3HAKOMOTO
YCTPOWCTBA;

2. HUcnonb3yil omgHopa3oBblie mnaponu. Ilociie mepexona Ha YCHICHHYIO
aBTOpM3aIuio Tebe yke He OyneT yrpoKaTh OMACHOCTh KPaKH WM TepexBaTa
IIJIATEXKHOTO MAPOJIS;

3. BeiOepu cnoxublii mapoib. [IpecTtymHukam OyzneT He HpPOCTO yrajaathb
CJIO’KHBIN maposb. HaznexHblie mapou - 3To mapoJid, KOTOPhIE COAEpKaT HE MEHee
8 3HAKOB W BKIIOYAIOT B CeOs CTPOUYHBIE W TIPOMHUCHBIE OYKBBI, U(PHI U
HECKOJIbKO CIMBOJIOB, TaKMe€ KaK 3HAK J0JUIapa, GyHTa, BOCKIUIATEIbHBIN 3HAK U
t.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSICIIIb.



DJIEKTPOHHAsI MOYTA

DNeKTpOHHAsi ToYTa - 3TO TEXHOJIOTHSI M MPENOCTaBIsEMbIE €10 YCIyTd IO
MEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieiaioTcs B
KOMITbIOTEPHON ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISAIUT
cleIyonmM 00pa3oM: UMsI_TOIb30BaTeIsi(@umMs_JIoMeHa. Takxe Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEepe/iaBaTh (ailibl.

OcHOBHBIE COBETHI IO 0€30IMaCHOM PadOTE C AIEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh mpaBUIIBHBIM NOYTOBBIM cepBUC. B uHTEpHETE €cTh
OTPOMHBIN BEIOOP OECIUIATHBIX OUYTOBBIX CEPBUCOB, OAHAKO JyUllIe TOBEPSTH TEM,
KOI'O 3Haelllb U KTO IIEPBbII B PEUTHHIE;

2. He yxa3pIBaii B TMYHOM MouTe JUUHYI0 MHpopMmaruio. Hanpumep, myuiie
BBIOpATh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Hcnonw3yil IBYXATAMHYI0 aABTOPU3ALMIO. DTO KOTAAa IMOMHUMO MapoJist
HY>KHO BBOJUTB KOJI, PUChUIAEMbIN 10 SMS;

4. Bpibepu cioKHBIM naposib. [ KaX10ro mo4ToBOro SUKa J0JKEH ObITh
CBOM HAJI€KHBIM, yCTOMYMBBIN K B3JIOMY I1ApOJIb;

5. Ecim ectb BO3MOXKHOCTH HAIlUCaThb CaMOMYy CBOW JIMYHBIA BOIMPOC,
HCTIOJIBb3YH 3TY BO3MOXHOCTb;

6. Hcronb3yil HECKONIBKO TMOYTOBBIX SIIUKOB. IlepBbId 1711 4acTHOM
MEPENUCKU C aJpecaTaMu, KOTOPbIM Thl JOBEpsICIIb. ITO SJICKTPOHHBIA aApec He
HaJI0 UCIIOJIH30BaTh IIPH PETUCTPalMK Ha (OpyMax U calTax;

7. He oTkpbiBail Qailnbl U Apyrve BIOXKEHHUS B NMUCbMax, JaXe €CIU OHU
OPUILUIM OT TBOMX Jpy3ell. Jlydiie yTouHu y HHUX, OTIPABISUIM JIM OHU TeOe 3TH
(baisl;

8. ITlocne oxoHuaHus pabOTHl HAa TMOYTOBOM CEPBUCE TEpe]] 3aKpbITHEM
BKJIAJIKH C CAUTOM He 3a0y/ib HaXkaTh Ha "BeritTu".

Kn0epOy1imHr wiim BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOymumHr -  mpeciaeoBaHHe — COOOIICHHSIMH,  COACPKAIIMMH
OCKOPOJICHMS, arpeccuto, 3aIyrUBaHuUE; XYJIMTAHCTBO; COITMAILHOE
OOMKOTHUPOBAHHUE C IOMOIIBIO PAa3TMIHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOESPOYTTHHTOM:

1. He 6pocaiics B 60ii. JIyumuii crmoco6: mOCOBETOBATHCS Kak ce0s BECTH W,
€CJIM HET TOro, K KOMy MOXKHO OOpaTHThCS, TO BHa4alle yCIOKOUTHCS. Eciam Thbi
HaYHENIb OTBEYaTh OCKOPOJICHUSMU Ha OCKOPOJIEHHS, TO TOJBKO eIe OOJbIIe
Pa30AOKEIIb KOH(IIHKT;

2. Yupapnsi cBoet kubeppenyTrauuei;



3. AHOHMMHOCTh B ceTu MHUMAas. CyIllecTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJWTraHCKUA 00pa3 BHUPTyaJbHOW >XU3HU. HTEpHET
¢dukcupyeT Bce TBOM JACWUCTBUS M COXpaHAET MX. YAaIuUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobmrofiail CBOIO BUPTYAJbHYIO YECTh CMOJIOY;

6. UrHopupyiét enuHWYHBIM HeratuB. OJIHOpa30BbICE OCKOPOHUTEIHHBIC
COOOMICHHST JTydlie WrHopupoBath. OOBIYHO arpeccwss IpeKpamaeTcs Ha
HayaJIbHOU CTaJUH;

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMHU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSX €CTh BO3MOKHOCTH OJIOKMPOBKH OTHPABKHU COOOIICHHUH C
OIPEJEIEHHBIX a/IPECOB;

8. Ecnu Th1 cBuaeTens kubepOyiunra. TBou AEMCTBUS: BBICTYIUTH MPOTHUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJJIEPXKaTh KEPTBY, KOTOPOM HY>KHA TCUXOJOTHYECKas MOMOIb, COOOIIUTh
B3POCJBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuwibHbIN TesedoH

CoBpemeHnHbIe cMapT(HOHBI U TUIAHIIETHI COJIEpKaT B ce0e BIIOJIHE B3POCIbIi
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAIl[MOHAPHBIMHU
KoMmmbioTepamu. OTHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOMUCTB MOKa OYEHb
Masio. TecTupoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
WHTEeHCHBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.

CoBpeMeHHbIE MOOMIIBbHBIE Opay3ephl yKe MPAaKTHUSCKH TOTHAJIN HACTOJIbHBIS
aHaJoTHU, OJHAKO paclIMpeHre (QYHKIMOHAJIAa BJIeYET 3a COOOM OOJBIIYIO
CJIO)KHOCTh Y MEHBIIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce NPOU3BOJIUTENIN BBIMYCKAIOT OOHOBJICHUS, 3aKpBIBAIOIIUE
KPUTHYECKHUE YSA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI 0€30M1aCHOCTH MOOUIILHOTO TesedoHa:

Huuero He sBisercst mo-HacrosimiemMy OecriiaTHbIM. Bynb oCTOpokeH, Beb
Korjia Tebe mpeayiararoT OecrjaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCITYTH;

Hywmaii, mpexae yem otnpaBuTh SMS, dboTo win Buaeo. Thl TOUHO 3HACIIIb,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo6xoaumo 0GHOBISATE OMEPAIlMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcrons3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTSI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxkaii mpuiaoXeHHs OT HEW3BECTHOTO HMCTOYHHKA, BEAb OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOrPaMMHOE 00CCIICUCHHUE;



[Tocne Toro kak Thl BBIMIEHIL C CaifTa, TJ€ BBOJIWI JHUYHYIO MH()OpPMAIIHIO,
3aiiu B HACTPOIKM Opay3epa U yaainu cookies;

[lepnognyecku npoBepsid, KaAKWE IJIATHBIE YCIYTH aKTUBHPOBAaHBI HA TBOEM
HOMEDE;

JlaBaii cBOl HOMEp MOOWJIBHOrO TeiepoHa TOJIBKO JIOJSM, KOTOPBIX Thl
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth gomkeH OBITH BBIKIIOUEH, KOrJa Thl UM HE ToJb3yelibcs. He
3a0bIBail HOTIa MPOBEPATH ITO.

Online urpsi

CoBpeMEHHbIE  OHJAMH-UTPBl - 3TO  KPAacOYHBIE, 3aXBaThIBAIOIINE
pa3BiieyeHus, OOBEAUHSIONIME COTHHU ThICSY YEJIOBEK MO BceMy mupy. Mrpoku
UCCIIEAYIOT JaHHBIM UM MHp, OOLIAIOTCS APYT C JIPYrOM, BBIIOJHSIOT 3a/laHusl,
CPAKAIOTCS C MOHCTPAMHM M TIOJy4YarOT OIBIT. 3a YAOBOJBCTBHE OHM ILIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM IPUOOPETAIOT KaKHE-TO OILUU.

Bce aTu cpeacTBa uayT Ha MOJAEpKaHUE U PAa3BUTHE UTPHI, & TAK)XKE HA camy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMBI ABTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE
naTuu (IUQPpPOBbIE 3aIIATKU I IPOrPaMM), 3aKPbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B nomo0HbIX Urpax CTOUT omacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMU OOJBIIMHCTBA
urp.

OCHOBHBIC COBETHI IT0 0€30ITACHOCTH TBOETO HNI'PpOBOI0 aKKayHTa:

1. Ecou npyroit urpok BezeT ceOs IUIOXO0 WM CO3/aeT TeOe HENMPHATHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMUHHUCTPATOPaM UTPbl Ha MJIOXO€ MOBEJACHUE 3TOr0 UTPOKA,
YKEJATEIbHO MPUIOKUTh KAKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3bIBaii TuuHy0 HHPOpPMALIHMIO B IpOodaiisie urpsl;
4. YBaxai Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranapnuBaii HeopuImaabHbIe TATYH U MOJIBI,

6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jaxxe BO Bpems UIPbI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [Ioka ThI urpaemis,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIHHT WM KPaKa THYHBIX JAHHbIX
OObIYHOM KpaXkel JeHeT U JOKYMEHTOB CEerOJIHS y>K€ HUKOTO HE YAMBHILb, HO

C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINLJICHHUKA TEPEMECTIINCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "MIOOUMBIM" JETIOM.



Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (DUIITUHT,
rJIaBHAs I€Jb KOTOPOTO COCTOMT B TMOJYYCHUU KOH(MUICHITMAIBHBIX JaHHBIX
MI0JIb30BaTENICH - IOTMHOB W mapoieil. Ha anrmumiickom si3pike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHOBHBIE COBETHI 110 60PHOE ¢ PUIIMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl TOJ03peBaciib, YTO TBOS aHKETa
Obuta  B3JIIOMaHa, TO HeoOXoauMO  3a0JOKHpOBaTh €€ U COOOLIUTH
aIMIHHCTpPATOpaM pecypca 00 3TOM KaK MOYKHO CKOpEe;

2. HCHOHLBY?I Oe30macHEIe Be6-CaﬁTBI, B TOM YHCJIC, HHTCPHCT-MAlra3MHOB U
ITIOUCKOBBIX CUCTEM,

3. Hcnonw3yil cloXHBIE W pasHble Mmapoiu. Takum oOpa3om, eciu Tebs
B3JIOMAIOT, TO 3JIOYMBINIUJICHHUKHA TIOJYYaT JOCTYIl TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecimm T1ebOs B3JIOMald, TO HEOOXOAUMO TMIPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE J100aBICHBI y T€OS B JIPY3bsX, O TOM, UTO T€Os B3JIOMAJIU U,
BO3MOXHO, OT TBOETO UMEHH OYJIET pacChlIaThCs CIIaM M CChUIKU Ha (YUIIUHTOBHIE
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TenedoH;
6. OTKIII0OUM COXpaHEHUE NapoJsi B Opaysepe;

7. He oTkpeiBail Qailibl U Apyrue BIOKEHHUS B NMUCHbMax, JaXe €CIU OHU
NPUILUIA OT TBOMX Apy3ell. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOE ATH
(baibl.

udposasi penyrauus

[Mu¢posast penyTanus - 3T0 HETaTUBHAs WM MMO3UTUBHAsI HH(GOpPMAIUs B CETH
o tebe. Kommpomerupyromas nHpopmaius, pasMeIIleHHas B UHTEPHETE, MOXKET
CEpbEe3HBIM 00pa30M OTpa3UThC Ha TBOEH peanbHOW xu3HU. "lludponas
penytanus" - 3T0 TBOM UMUK, KOTOPBIM (popmupyerca u3 unpopmanuu o tede B
UHTEpHETE.

TBOE MecTO KUTENBCTBA, YueObl, TBOE (PMHAHCOBOE TOJIOKEHHE, 0COOCHHOCTH
XapaKTepa U pacckasbl 0 OJM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mNOoAPOCTKH JIETKOMBICJIEHHO OTHOCSTCS K MyOJUKAIUA JIAYHON
uHpopmaruu B MHTEpHETE, HE OHMMAsT BO3MOXKHBIX MOCHENCTBUMA. Thl Jaxke HeE
CMOJKEIIb JIOTaaThCs 0 TOM, 4TO (hoTorpadus, pa3MelleHHas 5 JIeT Ha3ajd, craja
MPUYUHON OTKa3a MPUHATH T€0s Ha padoTy.

KommenTtapuu, pazmemnienue TBoux (ororpaduil U Apyrue ACHUCTBUS MOTYT
HE HCYE3HYTh JaXe IIOCIE TOro, KaK Thl MX YJalWIlb. [bl HE 3HACHIb, KTO
COXpaHWI »dTy WHPOPMAIHIO, TMoMajga JU OHA B IIOMCKOBBIE CHCTEMBI W
COXpaHWIACh JTU OHA, a TJABHOE: YTO TOIYMAalOT O Te0e OKPYXAIoIIue JIIOJIH,
KOTOpbIE HAWUIYT U YBUAST 3T0. HaliTu nH(OpMAIMi0O MHOTO JIET CITYCTSI CMOXET



JTr000H - Kak U3 100pBIX MOOYKIEHHU, TaK M C HAMEPEHUEM MTPUUUHUTH Bpea. ITO
MOKET OBITh KTO yT'OJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE TU(PPOBOM peryTaLUU:

1. IToxymaii, mpesxie 4eM 4TO-TO MyOJIMKOBATh M MepeiaBaTh y ceds B Oyore
WJIM B COLIMAJILHOM CETH;

2. B nactpoiikax mnpo¢uisi yCTaHOBU OTIpaHUYEHHUS HA TPOCMOTP TBOETO
npoduIs U €ro COACPAKUMOTro, cliesiail ero TOJabKo "1 Apy3eit'”;

3. He pa3smemaii u He yka3piBaii HHGOPMAIUIO, KOTOPasi MOKET KOTO-ITHOO
OCKOPOJIATH UJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE IIKOJIBHUKH - aKTUBHBIE IIOJIB30BAaTEeNH  LU(POBOTO
npoctpaHcTBa. OIHAKO Jaleko HE BCE 3HAIOT, YTO MOJb30BAHHE MHOTMMU
BO3MOXKHOCTSIMM ~ LU(poBOro  Mupa TpeOyeT cOOMOAeHHMs TpaB  Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "uHTe/IEKTyanbHass COOCTBEHHOCTh" OTHOCHTCS K pPa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOIO YMa, HAuyMHAasi C HOBBIX HM300pETEHHU U 3HAKOB,
0003HayarmKUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYT'H, U 3aKaHYMBas KHUTaMH,
doTorpapusMu, KHHOQUIEMaMH U MY3bIKAJIbBHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HMHTEIUICKTyaJIbHYI0O COOCTBEHHOCTh Ha
MIPOM3BEICHUSI HAYKHU, JINTEPATYypbl U UCKYCCTBA. ABTOPCKHME MPaBa BHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, UYTO WHTEJJIEKTYyaJIbHBIA/TBOPUECKUN TpPYJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CHpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabTarax CBOEro TpyHAa, MOIYYUTh W3BECTHOCTh M Tpu3HaHue. Hukto 6e3
paspenieHus aBTOpa HE  MOXET  BOCIPOU3BOJWTH €ro  MPOU3BEICHHUE,
pacnpocTpaHsaTh, NyOJIMYHO JEMOHCTPUPOBATH, NPOJABaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCHOJHATH, MOKA3bIBATH/UCIIONHIATE B dPUpe WU
pasMmewars B IHTEpHETE.

Hcnonb3oBanue "muparckoro” nporpaMMHOIO 00ECIIEYeHHS] MOKET MMPUBECTU
K MHOTUM PHUCKaM: OT MOTEPH AAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, T[J€ YCTAaHOBJIIEHA HeleraiapHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE U O€CIIaTHbIE MNPOTrpamMMbl, KOTOpPbIE
MOYKHO HalTH B CETH.

O nopraJue

CeteBu4OK.p( - TBOI IIaBHBIA COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3IKOM, & MPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOpaTUTHCS 3a COBETOM. A TakyKe MPUHATH ydacTue B
KOHKYpCax U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



